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1.AHoTauis 10 Kypcy

HaBuanpuuit kypce «Teopist pu3uKiBy MpU3HAYCHUN A1 HAOYTTS TCOPETUUHUX
3HaHb Ta TMPAKTUYHUX HABUYOK MOHITOPUHTY TpOIECiB  (yHKIIOHYBaHHS
iHbOpMAITIITHO-TEIEKOMYHIKAIIIMHIX CHUCTEM 3 OCHOBAMHU PHU3HK-MEHEIKMEHTY,
OBOJIOJIIHHSI TIPAKTHUKOIO 3aCTOCYBaHHS METOJIB KIUIBKICHOT OIIIHKKA PHU3UKY,
aHai3yBaTH, BHSBISITH Ta OIlIHIOBAaTH MOJXJIMBI 3arpo3d, Ypas3duBOCTI Ta
necTabuTizyroui YMHHUKA iH(MOpMaIiiitHoMy TmpocTopy B cdepi iHopmalliiHoi
Oesrekn Ta TPUAHATTS €(OEKTUBHUX VYIOPABIIHCHKUAX PINIEHh B CHTYAIlAX
HEBHU3HAYCHOCTI.

2. Meta Ta 3aBJaHHS KypCy

Mera MMCHUTTIHI - dbopmyBaHHS KOMIETEHTHOCTEN
110/103aCTOCYBaHHSPU3UK-OPIEHTOBAHOTOMIIX0Y A0 YIpaBliHHSAIHPOPMAIIHHOIO Ta
kibepOe3neko. dopmyBaHHs y 3700yBauiBNOTIMOICHUX3HAHb, YMIHb 1 HABUYOK B
o0JacTiTeoplipu3uKy sIK (EHOMEHY BIJAMOBIIHO /10 CYYaCHMXHAayKOBUXYSIBJICHbD,
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HIOCTIPUSATUMEBUPILIEHHIO IIHPOKOT0 CHEKTPY 3a4ad BPI3HUXHANPYKEHUX 1
EKCTpEMAbHUXCUTYALISIX Y cepinpodeciiiHOIOCBITH.

3aBnaHHs Kypcy HaOYTTAM3HAaHb 1 BMIHb IIOJI0 TPOBEACHHS 00'€KTUBHOI
OILIIHKM PIBHA pU3MKIB 1H(opMarliiiHoibesnexku. Hacammnepen, 11e 3HaHHS Ta BMIHHS,
Kl JalTh 3MOTY BHUSIBJISTH,BPaXOBYBaTH, pearyBaTd 1 aHaII3yBaTU pPU3UKHU
iHbopMaliitHoT Oe3neku. bespeanmizaiii nmMX MOPOLECIB HEMOXKIHUBO 3a0€3MEUUTH
PIBEHb 3aXUIIEHOCTI, aJIEKBATHUICYUYaCHUM CTaHJapTaM 1 Taly3¢BUM HOpPMaM.

3. Pe3yabTaTn HAaBYAHHSA

Bonoaith OCHOBHHMMM BIIOMOCTSIMU MpPO MPUHUMUIIKA Ta METOAU OLIHKHU
PU3UKIB, TPUUHATTS pillIeHb IPU HEBU3HAUEHOCTI.

3HAaTU: OCHOBHI XapaKTEPUCTUKU PU3UKY Ta iX BHUMIPIOBAHHS; YHCIOBI
NOKa3HUKHU(XapaKTePUCTUKHU) PU3UKY; OCHOBHI METOJIM OLIHKHM 1H(OpMaLIiHUX
PU3MKIB;HAUMOUIUPEHIIIT METOJIMKH OI[IHKK 1H(GOPMAI[IHHUX PHU3HKIB, OCHOBHI
OPUHIMIUIOOYI0BY MaTeMaTUYHUX Mojeleil iHQOopMaliifHUX CUCTEM B YMOBaX
PU3UKY TaHEBU3HAUEHOCTI; MOPIT PU3UKY, MOPIr Oe3MeKu, iX 3B'A30K; 30HH PHU3UKY;
PU3MKU  BYIpaBliHHI 1HGOpMaIlIHHOK O€3MeKo; OCOOJUBOCTI  yIpaBJIiIHHS
1HbOpMAITITHUMUPU3UKAMH.

BmiTi:  oumiHMUTH  HAAIAHICTD  CHUCTEM  3aXUCTY;BU3HAUUTU  PHU3UKH
iHdopMalliitHoicucTeMH; OOUpaTH PIMIEHHS TNpPH HEBU3HAYEHOCTI; YIPABIATH
1HbOpMaLITHUMUPU3UKAMU; TIPOBOIUTH ayAUT CUCTEMHU 1HPOpMAITIHHOT OE3MEeKH.

4. CTpykTypa Kypcy
JIEKIIIT

3micTroBHUIT Moxyab Nel
1. Po3BHUTOK 3arajibHoOi Teopii pu3NKiB B icCTOPUYHOMY aCHEKTi.
1.1 ®akTopH, 1110 3yMOBJIIOIOTH MIABUIIIEHHS POJIi TEOPil pU3UKIB B Cy4aCHOMY CBITI.

1.2 O0G'exTn mociKeHHs 3arainbHO1 Teopii pu3ukiB. KoHIemnii pu3uky.

1.3 OcHoBHi Bu3zHayeHHs. Pusuk. Pusuk indopmariitHoi 6e3neku. 3arpo3a. Ypa3nuBicTb.
AKTHB. AHaJi3, OIlIHKA Ta OIIHIOBaHHS PU3HKY.

1.4 YnpaniHHg pu3uKoM. BacTUBOCTI, 1110 BU3HAYAIOTH MOHSATTS 1 IPOSIB PU3HKY.
2. IlonsaTTs HeBU3HAYeHOCTI. Kinacudikauisi HeBU3ZHAYEHOCTEI.

2.1 Knacudikaris pusukiB. Konneniiii anami3y pu3uky (3a cepamu mposBy).

2.2 Metoau aHamnizy pu3UKy B paMKaxX TEXHOKPATUYHOI KOHIIEIIIII].

2.30CcHOBHI HaIllOHaJTBHI Ta MIKHAPOJIHI CTaHAAPTH B cdepi aHalizy, OLIHKH Ta YIIPaBIiHHS
PU3HUKAMH.

2.4 OcHOBHI MI>XKHApO/IHI CTaHAAPTH B cdepi yIpaBaiHHS pUu3UKaMu iHGOpMaIiifHOT Ge3neKy
3micToBHUIT MOy b No2

3 Cucrema ynpasiaiHus iHgpopmauniiinumu pusukamu. CTpykTypa.
3.1 IIpouiecHa MOJeNb YIIPaBIiHHSA PU3UKAMHU.

3.2 Tlpouec ynpaBmiHHA pu3nKkamu iHpopmariiHoi 0e3neku BignosigHo 10 [SO 27005.
3.3 IIpouec ynpaBiiHHA pu3nKamu iH(popmaiitHoi Oe3neku BignosinHo 1o ISO 27005. 2.4



XapakTepucTuka erany «BcTaHOBIEHHS KOHTEKCTY».

3.4 Tlporec ynpasninHs pu3ukamu iHGopmariiinoi Oe3nexu Bignosigao 10 ISO 27005.
XapakrepucTHka etany «BcTraHOoBIEHHS KOHTEKCTY». O0nacTh 3aCTOCYBaHHS 1 KOPIOHH.

3.5 Ominka pusukiB iHpopMaIiitHoi 6e3nekn. OCHOBHI METOUKH. AHATI3 PU3UKIB
iHpopmartiitnoi 6e3nexu BianosigHo 10 ISO 27005. Etan inentudikaiiii pu3uKis.

4 InenTudikauis aKTUBIB.

4.11nenTudikanis 3arpos.

4.2 Inentudikaiis KOHTPOIIB.

4.3 InenTudikailis Bpa3IuBOCTEH.

4.4 InenTtudikaiiis HaCIiIKIB.

5 Ouinka pusukiB iHpopmaniiiHoi 0e3nexku Bianosiguo n1o ISO 27005.

5.1 Metogomorii. Orminka iimoBipHOCTI. OIliHKa HACTIAKIB.

5.2 O6poOka pusukiB iHpopmariiitHoi 6e3nexu BignosiaHo Ao ISO 27005.

5.2 KomyHnikanii pu3uky iHdpopmaiiitHoi 6e3neku BianosiaHo 1o ISO 27005.

5.3 MOHITOpHHT Ta neperiia pu3uKky iHpopMaliiHoi 6e3neku BianosigHo 10 1SO 27005.

IMMPAKTHUYHI 3AHSATTSA
1.ITporpaMHe MO/IETIOBaHHSI MPOIIECY YHPaBIIHHA pU3UKaMH 1HGOpMaLiiHOT O€3MEeKH.
2.0minka pusnkiB HeBianosigHocti Bumoram JICTY ISO/IEC 27001.
3.011iHKa pU3HKIB 13 3aCTOCYBaHHSAM MOJIETIOBaHHS 1H(QOPMaIIMHIX MMOTOKIB.
4.011iHKa PU3UKIB 13 3aCTOCYBaHHIM MOJIEIIOBAHHS 3arpo3 Ta Bpa3JIMBOCTEH
5.011iHKa pU3HKIB 13 3acTOCYBaHHAM MeToauku FAIR

5. TexniuHe 00J1agHAHHS Ta/a00 MporpaMHe 3a0e3ne4eHHs

HeoOximumit goctym A0 cucTeMd aucraHiiiHoro HaBuanHa HTY  «ID».
AKTHMBOBaHMIM akKayHT YHiBepcUTeTChkoi momTu (student.i.p.@nmu.one) Ha Odic365.
Hucranmiitaa ratrdopma Moodle. Cucrema MS Office 365.

6. CucteMa OiHIOBAHHSA TA BUMOTH

6.1. HaBuyaabHi J0CATHeHHs1 3100yBadiB BHIIOI OCBITH 3a pe3yJbTaTaMH
BHBYCHHS KYpCY OIIIHIOBAaTUMYThCS 3a IIKAJIOK0, [0 HaBeeHa HIKYE:

PeliTuarosa mnikaina [HCTHTYMIIHA TITKaIa
90 - 100 BIIMIHHO
74 -89 no0pe
60-73 3aJI0BUIBHO
0-59 HE3aI0BUILHO

6.2. 3no0yBaui BUIIOi OCBITH MOXYTh OTPUMATH MiACYMKOBY OLIHKY 3 HaBYaJIbHOI
JTVCIIUIUTIHA HA IT1/ICTaB1 TOTOYHOTO OIIHIOBAHHS 3HAHB 32 YMOBH, SIKIIIO HaOpaHa KiTbKICTh
0aJiB 3 MOTOYHOTO TECTYBaHHS Ta CaMOCTIHHOT poOoTH ckiIanaTume He MeHIe 60 6aiB.



MaxkcumalbHe OI[IHIOBAHHS:

IIpakTyHa yacTuHa
TeopeTnuna ITpu IIpu
P p p bonyc Pazom
JacTHHA CBOEYACHOMY HECBOEYACHOMY
CKJIAJIaHH1 CKJIaJIaHH1
55 45 30 0 100

[IpakTuyni poOOTH NPUNMAIOTHCS 32 KOHTPOJIBHUMH 3alUTaHHAMH JI0 KOXKHOI 3
poOotu. TeopeTuHa yacTUHA OLIHIOETHCA 3a pe3ysibTaraMu 3Aaul icnuTy. KoxxHuii Oinet
MICTHUTh 2 IUTaHHS.

6.3. Kpurepii oniHioBaHHs MiICYMKOBOI po6oTHn

Po6oTa moBMHHA MICTUTH PO3rOPHYTI BIAMOBIAI Ha JBa NUTaHHA Oinery. SIKiio
po0OOTa BUKOHYETHCSA y NUCTAHIIMHOMY DPEXHMi, TO BHAada HOMepy Oulera MpOXOaUTh
yepe3 cucremy MS Teams y 3a3HayeHiil BUKJIafaueM IpyIi CHIKyBaHHS. B Takomy pexumi
BHKOHAaHa PO0OTa MHIIETHCS BPydHY, (DOTOrpadyeThcs Ta BiJICUIAETHCS HE CICKTPOHHY
MOINTY BHKJIAJa4ya y BIPOJOBK BCTAHOBJICHOTO BHUKJIAJaueM dYacy. 3a BHKOHAaHY poOOTY
HapaxoBYIOThCS Oalu:

55 0asu — JaHa PO3rOpHYTA BIAMOBIIL HA JBA MUTAHHS;

40 O6aniB — ;maHa po3ropHyTa BIAMOBIAL HA OJHE MMHUTAHHS, ajie € TMOMHJIKH TPH
PO3IJISIIL 1HIIIOTO MUTaHHs, a00 € HECYTT€EBI MOMUJIKH Y BIAMOBIASIX HA JIBa TUTAHHS;

25 0aJgiB — [aHa IOBHA BIJIIOBIJL HA OJHE MUTAaHHA a00 HA JBa INUTAHHA 31
3HAYHUMHU [TOMHJIKAMU;

15 6axiB — BIANOBIAb HA OJHE MUTAHHSA 13 3HAYHUMH ITOMUJIKAMU,

0 0axiB — BIAMOBII HA MUTAHHS BIJICYTHI a00 MOBHICTIO HEBipHi, a00 poboTa 3/1aHa
HECBOEYACHO.

6.4. Kpurepii oniHIOBaHHS MPAKTUYHOI po00TH

3 KOXXHOI MNpaKTHUYHOI POOOTH 3700yBad BHIINOI OCBITH OTPUMYE 3allMTaHHS 3
HepesTiky KOHTPOJIbHUX 3alMTaHb JI0 POOOTH.

15 6aaiB — [locTaTHs 3p03yMiTIiCTh BiIOBIII

10 6aam — J[oOpa 3po3yMiTiCTh BiAMOBI I

7 6aau — 3a710BUTbHA 3pO3yMUIICTh BIAMOBIA

0 6aJiB — He3amgoBiibHa 3p03yMiTICTh BIAMOBIAL

7. IloniTuka Kypcy

7.1. HoaiTnka MI0A0 aKaJeMi4HOI 100po1ecHOCTI

AxaneMiuyHa M0OpOUYECHICTH 3700yBadiB BHINOI OCBITH € BA)IJIMBOIO YMOBOIO JIJIS
OTIaHYyBaHHS PE3yJIbTaTaMHU HABUAHHS 32 JUCIMIUIIHOIO 1 OTPUMAaHHS 33JI0BUIBHOI OILIIHKY 3
MOTOYHOTO Ta TMIiJCYMKOBOTO KOHTPOJiB. AkajemidHa 10OpouecHICTh 0a3yeTbcs Ha
3aCyPKeHHI TIPAKTUK CIHUCYBaHHs (BUKOHAHHS MUCHMOBHUX POOIT 13 3aJly4€HHSM 30BHIITHIX
mwkepen iHQopmarii, KpiM JO03BOJEHHMX Ui BHUKOPHCTaHHS), IUIariaty (BIATBOPEHHS
ormyOJiKOBaHMX TEKCTIB IHIIMX aBTOPIB 0€3 3a3HAa4YeHHS aBTOPCTBA), (adpukarii
(BUramyBaHHs TaHUX 4d (PAKTiB, 110 BUKOPHCTOBYIOTHCS B OCBITHbOMY mporeci). [TomiTuka
IOJI0 aKaJeMIYHOi JTOOpOYECHOCTI perjJaMeHTyeTbesl moiokeHHsaM "[lonmoxeHHs Tmpo
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CUCTEMY 3all00IraHHs Ta BUSABJICHHS Iulariaty y HamioHaabHOMY TEXHIYHOMY YHIBEPCUTETI
" Iuinpoeckka nonitexuika". https://cutt.ly/IBesJEC.

Y pa3i nopyuieHHs 3100yBaueM BHUIIOI OCBITHM aKaJeMIYHOI J10OpOYECHOCTI
(cnucyBaHHs, mariat, (aOpukailisi), poOOTa OLIHIOETHCS HE3aJ0BUIBHO Ta Mae OyTH
BUKOHaHa NOBTOpHO. llpu 1mpoMmy BuUKIadauy 3ajuiiae 3a co0OK MpaBO 3MIHUTH TEMY
3aBJIaHHS.

7.2.KomyHikauniiiHa mojiTuka

3100yBayl BULIO1 OCBITH IMOBUHHI MaTH aKTUBOBAHY YHIBEPCUTETCHKY MOIUTY.

VYci MUChbMOBI 3aMMTaHHS 70 BUKJIAJadiB CTOCOBHO KypCy MaloTh HaJACWJIATHCS Ha
YHIBEPCUTETCHKY €JIEKTPOHHY IMOLITY.

7.3. IHosiTHKa MO0 MepecKJIATAHHS

Po6oTu, sKi 37a10ThCS 13 TOPYIIEHHAM TEPMiHIB 0€3 MOBAKHUX MPUYUH OLIIHIOIOTHCA
Ha Hwk4y oIiHKy. [lepeckiananHs BiIOyBaeTbcs 13 JI03BOJY JCKaHATy 3a HasSBHOCTI
MOBAXHUX MPUYMH (HAIPUKIAJ, JTIKAPHIHUM).

7.4 IlosiTHKA MO0 OCKAPKEHHS OIIHIOBAHHS
Axmo 3100yBay BUINOI OCBITH HE 3TOACH 3 OI[IHIOBAHHSAM HOTO 3HAaHb BIH MOXE
OTPOTECTYBATH BUCTABJIEHY BUKJIa/ladyeM OI[IHKY Y BCTAHOBJICHOMY TOPSJIKY.

7.5. BiaBinyBaHHA 3aHATH

Jlst 3m00yBayviB BUIIOT OCBITU JACHHOI ()OPMU BiBIAyBaHHS 3aHATH € 000B’SI3KOBHUM.
[ToBaxHMMM TpUYWHAMHM TSI HESIBKM Ha 3aHATTS € XBOpoOa, ydyacTb B YHIBEPCHUTETCHKHUX
3axofax, akajeMidHa MOOUIBHICTB, fKI HEOOXITHO MiATBEpIXKyBaTH JOKyMeHTamu. [Ipo
BIJICYTHICTh Ha 3aHATTI Ta MPUYMHU BIJCYTHOCTI 3400yBay BHUIOI OCBITH MAa€ MOBIIOMUTH
BHKJIa/1aua abo 0cobucTo, abo uepes cTapocTy.

3a 00’€KTMBHUX MPUYWH (HAMPUKIAA, MiKHApPOJHA MOOILTBHICTH) HAaBYAHHSI MOXKE
BiI0yBaTHCh B OH-JIaliH (pOpMI 32 IOTO/KEHHSIM 3 KEPIBHUKOM KYpCY.

8 PexoMenoBaHi qkepesa inpopmanii

8.1. OcHoBHi

1. ApxunoB O. €. Beryn no teopii pusukiB: iHdopmariitHi puzuku : moHorp. / O. €.
Apxwunos. — K. : Har. akaa. ChbY, 2015. — 248 c.

2. ACTY ISO/IEC 27005:2015 Indopmariitai TtexHomorii. Mertoau 3axucry.
VYnpasniaas pusukamu iHpopmaiiitnoi 6e3neku (ISO/IEC 27005:2011, IDT).

3. ICTY EN 50600-2-5:2022 Indopwmariiiini texnosnorii. 3acobu it iHppacTpykTypu
HEHTPiB 00poOieHHs ganuX. Yactuna 2-5. Cucremu 6e3neku (EN 50600-2-5:2016, IDT).

4. ICTY CLC/TR 50174-99-2:2022 Indopmariiini texHomorii. MoHTax kabOemiB.
Yactuna 99-2. 3MeHIIICHHS HETaTUBHUX HACHIJIKIB Ta 3aXHUCT BiJl €IEKTPUYHUX IEPEITKO]T
(CLC/TR 50174-99-2:2020, IDT).

5. ACTY 8961:2019 Iudopmamiitni TexHojorii. Kpunrorpadiunuii  3axuct
iH(popMallii. ATTOPUTMH ACUMETPUYHOTO UG PYBaHHS Ta IHKATICYJIAIT KITFOUIB.

6. JICTY ISO 31000:2018 MenemxmeHT pusukiB. [IpuHIMNM Ta KepiBHI BKa3iBKH
(ISO 31000:2018, IDT) (HamionansHuit cTanaapT YKpaiamn).

7. ACTY IEC/ISO 31010:2013 KepyBanus pusukoM. MeTonu 3arajibHOTO
omirroBanHs pusuky (IEC/ISO 31010:2009, IDT) (HamionansHuii cTanaapT YKpaidu).
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8.2. onomizxHi

1. ACTY 4145-2002 Indopmauiiini TexHonorii. Kpunrorpadiunuii 3axuct 6
tHpopmanii. Hudposuil mianuc, mo rpyHTY€eTbCA Ha €NINTHYHUX KpUBUX. POpMyBaHHS Ta
NEepEBIPSIHHS.

2. ACTY ISO Guide 73:2013 KepyBanus pusukoM. CioBHuk TepMmiHiB (ISO Guide
73:2009, IDT)
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